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Lock-free by Example 

( o n e  v e r y  c omp l i c a t e d  e x amp l e )  
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Guide to Threaded Coding 
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Guide to Threaded Coding 
Use Locks 
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Guide to Threaded Coding 
1. Forget what you learned in Kindergarten 
 (ie stop Sharing) 
2. Use Locks 
3. Measure 
4. Measure 
5. Change your Algorithm 
6. GOTO 1 
 
∞. Lock-free 
 
Lock-free coding is the last thing you want to do. 
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Guide to Threaded Coding 
Use Locks 
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Guide to Threaded Coding 
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Guide to Threaded Coding 

MACROS are EVIL 

Presenter
Presentation Notes
Exceptions allowed for Jon Lakos
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NOTE: 
CAS = compare_exchange 
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NOTE: 
CAS = compare_exchange 
 
Not my coding style/structure 

Presenter
Presentation Notes
Notes about the slides
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NOTE: 
CAS = compare_exchange 
 
Not my coding style/structure 
 
Remember to lower the audience’s expectations: 
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NOTE: 
CAS = compare_exchange 
 
Not my coding style/structure 
 
Remember to lower the audience’s expectations: 
 
 I’m no Paul McKenney 

Presenter
Presentation Notes
nor Herb Sutter
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… … 

Presenter
Presentation Notes
A Queue with consumer and producer threads
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… … 

Presenter
Presentation Notes
consumer and producer can be different threads
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… … 

Presenter
Presentation Notes
consumer and producer still different threads.  ie colour is NOT being used to show threads, just arrows
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… … 

Presenter
Presentation Notes
mulit-consumer threads, single producer thread
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… … 
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… … 
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… … 

Multi-Producer Multi-Consumer Queue 



20 16 September 2014       Copyright BlackBerry, Ltd. All Rights Reserved. 

… … 

MPMC Queue 
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… … 

MPMC Queue 

Presenter
Presentation Notes
internal implementation doesn’t matter
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… … 

MPMC Queue SPSC 
SPMC 
MPSC 
MPMC 

Presenter
Presentation Notes
names of the other queues
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… … 

MPMC Queue 
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… … 

Bottleneck 

Presenter
Presentation Notes
another name for MPMC queue – since *everything* is going through it.  This is often not the best idea
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… … 

… … 

… … 

Presenter
Presentation Notes
separate queues for separate threads is often a better idea – see “General Threading Guidelines” – stop sharing!
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… … 

… … 

… … 

X X X X X X X X 

0 

0 

X X X 

Presenter
Presentation Notes
just like in some offices – 2 people working, everyone else sitting around doing nothing!
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… … 

… … 

… … 

X X X X X 

X X X 

X X X X 

Presenter
Presentation Notes
steal tasks from others when they are overworked and you are idle
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… … 

Presenter
Presentation Notes
but we are going to do an MPMC queue, whether that is a good idea or not
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… … 

Presenter
Presentation Notes
let’s dive in…
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… … 
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… … 
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… … 
tail 

head 

X X X X X X X X 
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… … 
tail 

head 

X X X X X X X X 

class Queue 
{ 
 int buffer[some_size]; 
 size_t head; 
 size_t tail; 
}; 

Presenter
Presentation Notes
NOTE: it is buffer-based, not node-based!
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… … 
tail 

head 

X X X X X X X X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

V 

Presenter
Presentation Notes
“naïve” push()
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… … 
tail 

head 

X X X X X X X X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

* 

A 

B 

Presenter
Presentation Notes
what if there are multiple threads pushing?
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… … 
tail 

head 

X X X X X X X X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

* 

A 

B 

Possible Outcomes? 

Presenter
Presentation Notes
Possible Outcomes in the “naïve” sense of interleaving the instructions
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… … 
tail 

head 

X X X X X X X X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

A B 
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… … 
tail 

head 

X X X X X X X X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

B A 
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… … 
head 

X X X X X X X X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

B 

tail 
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… … 
head 

X X X X X X X X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

A 

tail 
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… … 
head 

X X X X X X X X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

A 

tail 

? 

Presenter
Presentation Notes
any other outcomes?
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… … 
head 

X X X X X X X X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

A 

tail 

Presenter
Presentation Notes
“your cat could become pregnant” – Marshall Clow
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… … 
head 

X X X X X X X X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

A 

tail 

class Queue 
{ 
 int buffer[some_size]; 
 size_t head; 
 size_t tail; 
}; 

A 

B 

Presenter
Presentation Notes
ie undefined behaviour – data race – 2 threads accessing objects, at least one thread writing
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… … 
head 

X X X X X X X X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

A 

tail 

class Queue 
{ 
 int buffer[some_size]; 
 size_t head; 
 size_t tail; 
}; 

A 

B 
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… … 
head 

X X X X X X X X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

A 

B 

class Queue 
{ 
 atomic<int> buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

tail 

Presenter
Presentation Notes
Call Bob Barker – atomics keep cats from getting pregnant
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… … 
head 

X X X X X X X X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

tail 

reserved! 

A 

B 

class Queue 
{ 
 atomic<int> buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

Presenter
Presentation Notes
tail++ basically ‘reserves’ a slot for data to go into
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… … 
head 

X X X X X X X X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

tail 

A 

B 

reserved! 

Presenter
Presentation Notes
which means there is no longer a data race on the buffer so it need not be atomic (at least for now) 
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… … 
head 

X X X X X X X X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

tail 

A B 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

A 

B 

Presenter
Presentation Notes
new outcomes
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… … 
head 

X X X X X X X X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

tail 

B A 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

A 

B 



50 16 September 2014       Copyright BlackBerry, Ltd. All Rights Reserved. 

… … 
head 

X X X X X X X X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

tail 

B A 

A 

B 

? 

Presenter
Presentation Notes
so, are we good now?
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… … 
head 

X X X X X X X X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

A 

B 

? 
tail 

Presenter
Presentation Notes
what if instead of starting like this…
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

tail 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

A 

B 

? 

Presenter
Presentation Notes
…we started like this
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

tail 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

A 

B 

X... 

? 

Presenter
Presentation Notes
ie someone has been consuming the items!
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

A 

B 

X... 

tail 

Presenter
Presentation Notes
tail++ again
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

X... 

tail 

B 

A B 

Presentation Notes
maybe B is written first – what keeps head from reading the blank slot before A is written???
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

tail 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

X... 

 head < tail   ? 

Presenter
Presentation Notes
by the way, what keeps head from moving past tail ever?
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

 head < tail   ? 

X... 

not atomic! 

tail 

Presenter
Presentation Notes
head is atomic, tail is atomic, but comparing them is not atomic
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

 head < tail   ? 

X... 

not atomic! 

if (atomic_less(head, tail)) 
{ 
 do_something(); 
}; 

tail 

Presenter
Presentation Notes
even if it was atomic, how do you know the state doesn’t change on the next line – if statements are dangerous!
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

 head < tail   ? 

X... 

not atomic! 

if (atomic_less(head, tail)) 
{ 
 do_something(); 
}; 

THEN tail 

if … THEN, but the state inside the ‘if’ may no longer be valid!
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

 head < tail   ? 

X... 

not atomic! 

if (atomic_less(head, tail)) 
{ 
 do_something(); 
}; 

THEN tail 

Presenter
Presentation Notes
THEN is a 4 letter word!
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

 head < tail   ? 

X... 

not atomic! 

if (atomic_less(head, tail)) 
{ 
 do_something(); 
}; 

THEN tail 

 

THEN 
 

is a 4-letter word 

Presenter
Presentation Notes
THEN is a 4 letter word!
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

 head < tail   ? 

X... 

not atomic! 

if (atomic_less(head, tail)) 
{ 
 do_something(); 
}; 

THEN tail 
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

 head < tail   ? 

X... 

read head THEN read tail 

tail 

Presenter
Presentation Notes
even this THEN is scary – because we are reading 2 separate memory locations (and probably assuming no changes happen between the reads)
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

 head < tail   ? 

X... 

don’t assume STATE 

tail 

Presenter
Presentation Notes
(But all code is a series of statements, unfortunately. Statement THEN statement THEN statement. That’s why lock-free is hard!)
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

tail 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

X... 

Presenter
Presentation Notes
This is what the diagram should really look like when reading head
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

tail 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

X... 

Presenter
Presentation Notes
and then tail.  You can’t see anything else at the same time
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

X... 

don’t assume STATE 

tail 

Presenter
Presentation Notes
(but that makes for ugly diagrams :-)
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

X... 

every STATE is a good STATE 

tail 

Presenter
Presentation Notes
if we stop assuming states, we will eventually realize that we require every state to be a good state



69 16 September 2014       Copyright BlackBerry, Ltd. All Rights Reserved. 

… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

X... 

no “temporary suspension” of invariants 

tail 

Presenter
Presentation Notes
in normal coding, member functions often temporarily break invariants, then restore them before returning
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

X... 

no “temporary suspension” of invariants 

tail 

Presenter
Presentation Notes
“heart on sleeve” – always exposing your inner state in all situations
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

tail 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

A 

B 

X... 

 head < tail   ? 

Presenter
Presentation Notes
so can we use head < tail?
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

tail 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

A 

B 

X... 

 head < tail   ? 

ensure tail is always increasing 

Presenter
Presentation Notes
head < “old” tail  implies head < “current” tail
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

A 

B 

X... 

tail 

 head < tail   ? 

Presenter
Presentation Notes
but what stops head from moving forward in this case?
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… … 
head 

X 

void push(int val) 
{ 
 buffer[tail++] = val; 
} 

class Queue 
{ 
 int buffer[SZ]; 
 atomic<size_t> head; 
 atomic<size_t> tail; 
}; 

A 

B 

X... 

tail 

 head < tail   ? 

B 

Presenter
Presentation Notes
or this case?
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… … 
head 

X 

void push(int val) 
{ 
 size_t tmp = tail.e++; 
 buffer[tmp] = val; 
 if(tmp = tail.s) { 
  tail.s = ??? 
 } 
} 

class Queue { 
 int buffer[SZ]; 
 atomic<size_t> head; 
 struct { atomic<size_t> s; 
       atomic<size_t> e; 
 } tail; 
}; 

tail 

B 

 head < tail.s   ? 

Presenter
Presentation Notes
split tail into 2 “edges” start/end or left/right or head/tail even! (the head of the tail and the tail of the tail!)
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… … 
head 

X 

void push(int val) 
{ 
 size_t tmp = tail.e++; 
 buffer[tmp] = val; 
 if(tmp = tail.s) { 
  tail.s = ??? 
 } 
} 

class Queue { 
 int buffer[SZ]; 
 atomic<size_t> head; 
 struct { atomic<size_t> s; 
       atomic<size_t> e; 
 } tail; 
}; 

tail 

A B 

Presenter
Presentation Notes
“clean up” of tail.s cannot tell whether B has been written yet or not
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… … 
head 

X 

void push(int val) 
{ 
 size_t tmp = tail.e++; 
 buffer[tmp] = val; 
 if(tmp = tail.s) { 
  tail.s = ??? 
 } 
} 

class Queue { 
 int buffer[SZ]; 
 atomic<size_t> head; 
 struct { atomic<size_t> s; 
       atomic<size_t> e; 
 } tail; 
}; 

tail 

A B 
Compromise… 

 

Queue of int  ->  Queue of int != 0 
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… … 
head 

X 

void push(int val) { 
 size_t tmp = tail.e++; 
 buffer[tmp] = val; 
 if(tmp = tail.s) { 
  do 
   tail.s++; 
  while (buffer[tail.s]); 
 } 
} 

class Queue { 
 int buffer[SZ]; 
 atomic<size_t> head; 
 struct { atomic<size_t> s; 
       atomic<size_t> e; 
 } tail; 
}; 

tail 

A ? 0 

Presenter
Presentation Notes
now “clean up” can read the buffer and see either a value (ie B) or 0 to know whether it has been written yet
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… … 
head 

X 

void push(int val) { 
 size_t tmp = tail.e++; 
 buffer[tmp] = val; 
 if(tmp = tail.s) { 
  do 
   tail.s++; 
  while (buffer[tail.s]); 
 } 
} 

class Queue { 
 int buffer[SZ]; 
 atomic<size_t> head; 
 struct { atomic<size_t> s; 
       atomic<size_t> e; 
 } tail; 
}; 

tail 

A ? 0 

Presenter
Presentation Notes
2 threads could be accessing the same buffer location at the same time (and one is a write!)
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… … 
head 

X 

void push(int val) { 
 size_t tmp = tail.e++; 
 buffer[tmp] = val; 
 if(tmp = tail.s) { 
  do 
   tail.s++; 
  while (buffer[tail.s]); 
 } 
} 

class Queue { 
 atomic<int> buffer[SZ]; 
 atomic<size_t> head; 
 struct { atomic<size_t> s; 
       atomic<size_t> e; 
 } tail; 
}; 

tail 

A ? 0 

Presenter
Presentation Notes
thus buffer slots must be atomic
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… … 
head 

X 

void push(int val) { 
 size_t tmp = tail.e++; 
 buffer[tmp] = val; 
 if(tmp = tail.s) { 
  do 
   tail.s++; 
  while (buffer[tail.s]); 
 } 
} 

class Queue { 
 atomic<int> buffer[SZ]; 
 atomic<size_t> head; 
 struct { atomic<size_t> s; 
       atomic<size_t> e; 
 } tail; 
}; 

tail 

A B 0 

A 

B THEN 

Presenter
Presentation Notes
yikes! another THEN!
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… … 
head 

X 

void push(int val) { 
 size_t tmp = tail.e++; 
 buffer[tmp] = val; 
 if(tmp = tail.s) { 
  do 
   CAS(tail.s,tmp,tmp+1); 
  while (buffer[++tmp]); 
 } 
} 

class Queue { 
 atomic<int> buffer[SZ]; 
 atomic<size_t> head; 
 struct { atomic<size_t> s; 
       atomic<size_t> e; 
 } tail; 
}; 

tail 

A B 0 

A 

B THEN 

Presenter
Presentation Notes
Tony uses CAS on THEN… … 
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… … 
head 

X 

void push(int val) { 
 size_t tmp = tail.e++; 
 buffer[tmp] = val; 
 bool r; 
 do 
  r = CAS(tail.s,tmp,tmp+1); 
 while (r && buffer[++tmp]); 
} 

class Queue { 
 atomic<int> buffer[SZ]; 
 atomic<size_t> head; 
 struct { atomic<size_t> s; 
       atomic<size_t> e; 
 } tail; 
}; 

tail 

A B 0 

A 
B 

Presenter
Presentation Notes
It’s Super Effective!
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… … 
head 

X 

void push(int val) { 
 size_t tmp = tail.e++; 
 buffer[tmp] = val; 
 bool r; 
 do 
  r = CAS(tail.s,tmp,tmp+1); 
 while (r && buffer[++tmp]); 
} 

class Queue { 
 atomic<int> buffer[SZ]; 
 atomic<size_t> head; 
 struct { atomic<size_t> s; 
       atomic<size_t> e; 
 } tail; 
}; 

tail 

A B 0 ? 

Presenter
Presentation Notes
is it good now?
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… … 
head 

X 

void push(int val) { 
 size_t tmp = tail.e++; 
 buffer[tmp] = val; 
 bool r; 
 do 
  r = CAS(tail.s,tmp,tmp+1); 
 while (r && buffer[++tmp]); 
} 

class Queue { 
 atomic<int> buffer[SZ]; 
 atomic<size_t> head; 
 struct { atomic<size_t> s; 
       atomic<size_t> e; 
 } tail; 
}; 

tail 

C B 0 0 

Presenter
Presentation Notes
what about this case?



86 16 September 2014       Copyright BlackBerry, Ltd. All Rights Reserved. 

… … 
head 

X 

void push(int val) { 
 size_t tmp = tail.e++; 
 buffer[tmp] = val; 
 bool r; 
 do 
  r = CAS(tail.s,tmp,tmp+1); 
 while (r && buffer[++tmp]); 
} 

class Queue { 
 atomic<int> buffer[SZ]; 
 atomic<size_t> head; 
 struct { atomic<size_t> s; 
       atomic<size_t> e; 
 } tail; 
}; 

tail 

C B 0 

  !=  lock-free   

0 

Presenter
Presentation Notes
if ‘A’ thread pauses (possibly forever) at the red line, no consumer threads can make progress
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… … 
head 

X 

void push(int val) { 
 size_t tmp = tail.e++; 
 buffer[tmp] = val; 
 bool r; 
 do 
  r = CAS(tail.s,tmp,tmp+1); 
 while (r && buffer[++tmp]); 
} 

class Queue { 
 atomic<int> buffer[SZ]; 
 atomic<size_t> head; 
 struct { atomic<size_t> s; 
       atomic<size_t> e; 
 } tail; 
}; 

tail 

C B 0 

  !=  lock-free   

0 

An algorithm is lock-free if at all times at least one thread is 
guaranteed to be making progress. 

Presenter
Presentation Notes
text-book definition.  Might thus say that producer threads are making progress, so still lock-free?
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… … 
head 

X 

void push(int val) { 
 size_t tmp = tail.e++; 
 buffer[tmp] = val; 
 bool r; 
 do 
  r = CAS(tail.s,tmp,tmp+1); 
 while (r && buffer[++tmp]); 
} 

class Queue { 
 atomic<int> buffer[SZ]; 
 atomic<size_t> head; 
 struct { atomic<size_t> s; 
       atomic<size_t> e; 
 } tail; 
}; 

tail 

C B 0 

  !=  lock-free   

0 

If I suspended a certain thread at the worst time, for a long time or forever, 
do bad things happen? 

Yes -> not lockfree. 

Presenter
Presentation Notes
my “definition”.  Thus overall situation is not lock-free.
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Presenter
Presentation Notes
note the trees behind the building
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Presenter
Presentation Notes
nice place to walk and think about (lock-free) problems
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… … 
head 

X 

void push(int val) { 
 size_t tmp = tail.e++; 
 buffer[tmp] = val; 
 bool r; 
 do 
  r = CAS(tail.s,tmp,tmp+1); 
 while (r && buffer[++tmp]); 
} 

class Queue { 
 atomic<int> buffer[SZ]; 
 atomic<size_t> head; 
 struct { atomic<size_t> s; 
       atomic<size_t> e; 
 } tail; 
}; 

tail 

C B 0 

  !=  lock-free   

0 

An algorithm is lock-free if at all times at least one thread is 
guaranteed to be making progress. 

Presenter
Presentation Notes
where were we?
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… … 
head 

X 

tail 

C B 0 0 

Presenter
Presentation Notes
clear our mind, clear our diagram
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… … 
head 

X 

tail 

C B 0 0 

don’t want to wait 
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… … 
head 

X 

tail 

C B 0 0 

don’t wait 

Presenter
Presentation Notes
Zen moment: don’t want to wait, then don’t wait.



95 16 September 2014       Copyright BlackBerry, Ltd. All Rights Reserved. 

… … 
head 

tail 

C B 0 0 

don’t wait! (?) 

Presenter
Presentation Notes
is that OK?
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… … 
head 

tail 

C B 0 0 

come back later (when?) 

Presenter
Presentation Notes
Split head into 2 edges.  When do we come back?  (ie to see if ‘A’ has finished yet?) Once we hit far edge of tail, I guess.
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… … 
head 

tail 

0 0 0 0 

spin? 

Presenter
Presentation Notes
What about this case? Starvation? Consumer may spin forever waiting for push (particularly bad if cunsumer is higher priority than producers)
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… … 
head 

A’ A’’ 0 0 

pop order ? 

tail 

Presenter
Presentation Notes
what about a case something like this?
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… … 
head 

0  0 0 0 

pop order ? 

tail 

Presenter
Presentation Notes
head first sees this…
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… … 
head 

tail 

A’ A’’ 0 A 

pop order ? 

Presenter
Presentation Notes
then takes a step forward, and sees this.  (just) missed A on first pass.  Result: A’ is popped before A. Imagine all A’s are from same thread.
This, to me, is unacceptable.  Although there is, in general, no order, we still sometimes need to maintain single-thread-relative order.
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Presenter
Presentation Notes
hmmmm….
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… … 
tail 

0 

head 

X X X X X X X X 

X 
✓ 

Presenter
Presentation Notes
OK, forget the double-edged tail, but let’s keep the 0-is-special idea
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… … 
tail 

0 

head 

X X X X X X X X 

Presenter
Presentation Notes
OK, restart.
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… … 
tail 

0 

head 

X X X X X X X X 

CAS(buffer[tail], 0, val) 

A 

B 

Presenter
Presentation Notes
Instead of racing on tail, the 2 threads can race to set the buffer directly.
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… … 
tmp 

B 

head 

X X X X X X X X 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

Presenter
Presentation Notes
If the CAS fails, then that thread can re-try (as it lost the race)



106 16 September 2014       Copyright BlackBerry, Ltd. All Rights Reserved. 

… … 0 

head 

X X X X X X X X 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

tmp 

Presenter
Presentation Notes
THEN is a 4-letter word!
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… … B 

head 

X X X X X X X X 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); if it fails 

THEN try again 

tmp 
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… … B 

head 

X X X X X X X X 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

tmp 

read tail 
THEN read buffer 

Presenter
Presentation Notes
another THEN!
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… … B 

head 

X X X X X X X X 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

tmp 

read tail 
THEN read buffer 

Presenter
Presentation Notes
Attempt to connect two different memory locations with a THEN!
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… … 0 

head 

X X X X X X X X 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

tmp 

read tail 
THEN read buffer 

Presenter
Presentation Notes
This (and the previous slide) are the states we are trying to detect via the CAS. The slot is either B or 0.  Either B was written first, or it wasn’t.
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… … 0 

head 

X X X X X X X X 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

tmp 

read tail 
THEN read buffer 

Presenter
Presentation Notes
But what could happen ‘at’ this red line between the two lines of code?
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… … 
tail 

0 

head 

0 0 0 0 0 0 0 0 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

0 0 X X X X 0 0 

tmp 

0 

read tail 
THEN read buffer 

Presenter
Presentation Notes
anything could happen – including the whole queue could fly right past here
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… … 
tail 

A 

head 

0 0 0 0 0 0 0 0 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

0 0 X X X X 0 0 

tmp 

0 

read tail 
THEN read buffer 

Presenter
Presentation Notes
Now the CAS succeeds, and A is written way over here, which is no longer the tail of the queue
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… … 
tail 

0 

head 

0 0 0 0 0 0 0 0 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

0 0 X X X X 0 0 

tmp 

0 

trailing zeros ? 

Presenter
Presentation Notes
by the way, where did all these other zeros come from?
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… … 
tail 

0 

head 

0 0 0 0 0 0 0 0 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

0 0 X X X X 0 0 

tmp 

0 

pop() ? 

Presenter
Presentation Notes
Chicken and Egg – design push first or pop?
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… … 
tail 

0 

head 

0 0 0 0 0 0 0 0 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

0 0 X X X X 0 0 

tmp 

0 

pop() ? 

Presenter
Presentation Notes
the zeros came from pop().  We can guess that pop() will be a mirror of push().  Push() replaces 0’s with values (X’s).  Pop() replaces values with 0’s.
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… … 
tail 

0 

head 

0 0 0 0 0 0 0 0 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

0 0 X X X X 0 0 

tmp 

0 

pop() ? 

 
Compromise… 

Presenter
Presentation Notes
again :-(
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… … 
tail 

0 

head 

0 0 0 0 0 0 0 0 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

0 0 X X X X 0 0 

tmp 

0 

pop() ? 

Presenter
Presentation Notes
instead of this, how about…
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… … 
tail 

1 

head 

1 1 1 1 1 1 1 1 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

1 1 X X X X 0 0 

tmp 

0 

pop() ? 

Presenter
Presentation Notes
…this. Now we can tell if the queue has past us.
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… … 
tail 

1 

head 

1 1 1 1 1 1 1 1 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

1 1 X X X X 0 0 

tmp 

0 

circular ? 

Presenter
Presentation Notes
Did I mention this was a circular buffer? Turns out memory is not infinite. Who knew?!
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… … 
tail 

head 

X X X X X X X X 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

Presenter
Presentation Notes
so our simple diagram is not this, but…
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tail 

- 

head 

X X X X X X X X 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

- - - - - - 

Presenter
Presentation Notes
…this
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tail 

0 

head 

X X X X X X X X 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

0 0 0 1 1 1 

Presenter
Presentation Notes
And now we are suggesting the blanks are 0’s (before pop) and 1’s (after push).
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… … 
tail 

1 

head 

1 1 1 1 1 1 1 1 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

1 1 X X X X 0 0 

tmp 

0 

Presenter
Presentation Notes
And this situation really looks like…
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tail 

1 

head 

X X X X 1 1 1 1 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

1 1 1 1 1 1 

tmp 

Presenter
Presentation Notes
…this



127 16 September 2014       Copyright BlackBerry, Ltd. All Rights Reserved. 

tail 

1 

head 

X X X X 1 1 1 1 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

1 1 1 1 1 1 

tmp 

Presenter
Presentation Notes
And later (more pushes and pops) it could look like this.  Now how do we tell the “old” 1s from the “new” 1s?  Same problem as we had with the 0s…
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tail 

1 

head 

X X X X 1 1 1 1 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

1 1 1 1 1 1 

tmp  
Compromise… 

Presenter
Presentation Notes
of course
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tail 

1 

head 

X X X X 1 1 1 1 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

1 1 1 1 1 1 

tmp 

Presenter
Presentation Notes
Instead of this we do…
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1 X X X X 1 1 1 1 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

1 1 1 2 2 2 

tail 

head 

tmp 

Presenter
Presentation Notes
…this.  Surely you guessed that.
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4 X X X X 4 4 4 4 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

4 4 4 5 5 5 

tail 

head 

tmp 

Presenter
Presentation Notes
And later this.
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4 X X X X 4 4 4 4 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

4 4 4 5 5 5 

tail 

head 

tmp 

Presenter
Presentation Notes
What about this 0?  
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4 X X X X 4 4 4 4 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

4 4 4 5 5 5 

tail 

head 

tmp 

Presenter
Presentation Notes
If tmp was still comparing against 0, then the CAS fails (correctly)…
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4 X X X X 4 4 4 4 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 0, val) ); 

4 4 4 5 5 5 

tail 

head 

tmp 

Presenter
Presentation Notes
And tmp gets reset to tail.load() on the retry.
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4 X X X X 4 4 4 4 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], 4, val) ); 

4 4 4 5 5 5 

tail 

head 

tmp 

Presenter
Presentation Notes
But now we want to compare against 4, not 0. Where do we get that from?  NOT from buffer[tmp]!
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4 X X X X 4 4 4 4 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], gen(tmp), val) ); 

4 4 4 5 5 5 

tail 

head 

tmp 

Presenter
Presentation Notes
Need tmp to already know the ‘generation’ count somehow
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4 X X X X 4 4 4 4 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], gen(tmp), val) ); 

4 4 4 5 5 5 

tail 

head 

tmp 

 
Compromise… 
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4 X X X X 4 4 4 4 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], gen(tmp), val) ); 

4 4 4 5 5 5 

tail 

head 

tmp 

Presenter
Presentation Notes
suspense…
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4 X X X X 4 4 4 4 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], gen(tmp), val) ); 

4 4 4 5 5 5 

4tail 

head 

4tmp 

Presenter
Presentation Notes
generation count lives in tail, and that info is passed along to tmp
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4 X X X X 4 4 4 4 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], gen(tmp), val) ); 

4 4 4 5 5 5 

4tail 

head 

4tmp 

class index { 
 size_t value;  // gen | idx 
 size_t generation(); 
 operator size_t(); 
 index& operator++(); // % 
 //etc 
}; 

Presenter
Presentation Notes
ie tail is a class where half of its bits are the generation count, the other half is the index.  Which means the size of our buffer is more limited, particularly on a 32bit machine.  But who needs giant queues anyhow – a full giant queue is usually a sign of problems typically. 
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4 X X X X 4 4 4 4 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], gen(tmp), val) ); 

4 4 4 5 5 5 

4tail 

head 

4tmp 
snapshot 

Presenter
Presentation Notes
now when tmp is loaded from tail, it is loading a “snapshot” of all the relevant state information of the queue
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X X X X X X X X X 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], gen(tmp), val) ); 

X 4 4 5 5 5 

4tail 

head 

4tmp 

Presenter
Presentation Notes
and if the queue has moved on, the CAS can tell
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X 5 5 5 5 5 5 X X 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], gen(tmp), val) ); 

X 4 4 5 5 5 

4tail 

head 

4tmp 

Presenter
Presentation Notes
CAS can also detect this case
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7 X X X X 7 7 7 7 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], gen(tmp), val) ); 

X X X X X X 

7tail 

head 

4tmp 

All states are valid states for all lines of code (*) 

Presenter
Presentation Notes
and even this state, where tail is re-aligned with tmp. But the CAS doesn’t compare against tail, it compares against buffer. (Actually, this state would just happen to be a valid state to write a value to buffer[tmp], but the CAS can’t tell, so fails.  A “false-negative”.  But safe, and tmp will be updated on next retry. (And the false-negative case is exceedingly rare anyhow – the whole queue would need to wrap while this push thread is between two lines of code)
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4 X X X X 4 4 4 4 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], gen(tmp), val) ); 

4 4 4 5 5 5 

tail 

head 

tmp 

Presenter
Presentation Notes
So if we have this case during the CAS…
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4 X X X X A 4 4 4 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], gen(tmp), val) ); 

4 4 4 5 5 5 

tail 

head 

tmp 

Presenter
Presentation Notes
…then the CAS will pass.  Required proof left for the reader: the only case not shown is tmp > tail. Why isn’t that case possible?
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4 X X X X A 4 4 4 4 4 4 5 5 5 

tail 

head 

tmp 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
tail++; //??? 

Presenter
Presentation Notes
Now, the CAS passed, A was written, do we update tail?
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X 5 5 5 5 5 5 X X X 4 4 5 5 5 

tail 

head 

tmp 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
tail++; //??? 

Presenter
Presentation Notes
What if tail has already moved on?
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X 5 5 5 5 5 5 X X X 4 4 5 5 5 

head 

tmp 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
tail++; // yes! 

tail 

Presenter
Presentation Notes
Yep, still need to count our push, no one else is going to count it for us.
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X 5 5 5 5 5 5 X X X 4 4 5 5 5 

tail 

head 

tmp 

?  ? ? ? ? ? ? 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
tail++; // yes! 

Presenter
Presentation Notes
But what if we are paused after writing A, but before updating tail?  And meanwhile, other threads push, and update tail?  The end result is that tail isn’t always accurate!
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X 5 5 5 5 5 5 X X X 4 4 5 5 5 

tail 

head 

tmp 

   ? ? ?   

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
tail++; // yes! 

Presenter
Presentation Notes
Because our tail++ might not have happened yet, tail might be “behind” (but it never gets ahead)
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X 5 5 5 5 5 5 X X X 4 4 5 5 5 

tail 

head 

tmp 

do 
 tmp = tail.load(); 
while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
tail++; // yes! 

spinlock ? 

   ? ? ?   

Presenter
Presentation Notes
So another thread that tries to push, is stuck waiting for us to update tail – hey, that’s not lock-free again :-(



153 16 September 2014       Copyright BlackBerry, Ltd. All Rights Reserved. 

X 5 5 5 5 5 5 X X X 4 4 5 5 5 

head 

tmp 

do { 
 tmp = tail.load(); 
 while (buffer[tmp] != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
tail++; // yes! 

tail 

   ? ? ?   

Presenter
Presentation Notes
So a new pusher needs to seek out tail, knowing that the “real” tail – ie the first empty slot – might be somewhere beyond where ‘tail’ points.  The ‘tail’ variable is only a hint!
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X 5 5 5 5 5 5 X X X 4 4 5 5 5 

head 

tmp 

do { 
 tmp = tail.load(); 
 while (buffer[tmp] != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
tail++; // yes! 

tail 

   ? ? ? ?  
Sorry Herb… 

Presenter
Presentation Notes
See Herb Sutter’s “Atomic Weapons” (of Mass Destruction as I like to call it!)
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X 5 5 5 5 5 5 X X X 4 4 5 5 5 

head 

tmp 

do { 
 tmp = tail.load(memory_order_relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
tail++; // yes! 

tail 

   ? ? ?   

Presenter
Presentation Notes
relaxed atomic operations are hard to reason about and generally should be avoided.  In fact, “hard to reason about and generally should be avoided” applies to lock-free in general, doesn’t it.
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X 5 5 5 5 5 5 X X X 4 4 5 5 5 

head 

tmp 

do { 
 tmp = oldtail = tail.load(relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
CAS(tail, oldtail, tmp+1); 

tail 

   ? ? ?   

Presenter
Presentation Notes
If tail hasn’t moved since we last loaded it, we can move tail to the “last-known-good” location that we found – which might be farther than just tail++ ie we could be updating it for other pushing threads as well.  Co-operation can be good in lock-free.
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X 5 5 5 5 5 5 X X X 4 4 5 5 5 

head 

tmp 

do { 
 tmp = oldtail = tail.load(relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
CAS(tail, oldtail, tmp+1); 

tail 
Is tail up to date “now”? 

   ? ? ?   

Presenter
Presentation Notes
“now” meaning if the computer ran no other instructions (on any CPU) after the CAS
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X 5 5 5 5 5 5 X X X 4 4 5 5 5 

head 

do { 
 tmp = oldtail = tail.load(relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
CAS(tail, oldtail, tmp+1); 

tail 
Is tail up to date “now”? 

   ? ? ?   

Presenter
Presentation Notes
step by step walk-through:
tmp = tail
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X 5 5 5 5 5 5 X X X 4 4 5 5 5 

head 

do { 
 tmp = oldtail = tail.load(relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
CAS(tail, oldtail, tmp+1); 

tail 

   ?  

tmp 

Is tail up to date “now”? 

Presenter
Presentation Notes
then tmp runs along looking for non-value
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X 5 5 5 5 5 5 X X X A 4 5 5 5 

head 

do { 
 tmp = oldtail = tail.load(relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
CAS(tail, oldtail, tmp+1); 

tail 

   ?  

tmp 

Is tail up to date “now”? 

Presenter
Presentation Notes
imagine tmp finds empty spot, and successfully CASes the ‘A’ into the spot
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X 5 5 5 5 5 5 X X X A B 5 5 5 

head 

do { 
 tmp = oldtail = tail.load(relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
CAS(tail, oldtail, tmp+1); 

tail 
tmp 

Is tail up to date “now”? 

Presenter
Presentation Notes
then we CAS the tail.  But wait, a wild B appeared! – after/during the CAS(buffer…) and before the CAS(tail…)
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X 5 5 5 5 5 5 X X X A B 5 5 5 

head 

do { 
 tmp = oldtail = tail.load(relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
CAS(tail, oldtail, tmp+1); 

tail 
tmp 

Is tail up to date “now”? 
“meh” 

Presenter
Presentation Notes
So after CAS(tail…) the tail may still be out of date (note that B’s CAS of tail will fail if A succeeds).
So tail may still not be up to date, but ‘meh’ who cares.  It is only a hint anyhow.
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X 5 5 5 5 5 5 X X X A B 5 5 5 

head 

do { 
 tmp = oldtail = tail.load(relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
CAS(tail, oldtail, tmp+1, relaxed); 

tmp 
“meh” tail 

Is tail up to date “now”? 

Presenter
Presentation Notes
Since it is only a hint, we can use memory_order_relaxed on tail.  Only buffer needs stronger ordering. ie at least memory_order_release as we are “publishing” val when we CAS it into buffer[tmp].
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X 5 5 5 5 5 5 X X X 5 5 5 

head 

do { 
 tmp = oldtail = tail.load(relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
CAS(tail, oldtail, tmp+1); 

push(val) 

? 
tmp 
tail 

A B 

Presenter
Presentation Notes
Does push() work now???
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X 5 5 5 5 5 5 X X X 5 5 5 

head 

do { 
 tmp = oldtail = tail.load(relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
CAS(tail, oldtail, tmp+1); 

push(val) 

? 

All states are valid states for all lines of code? 

A B 

tmp 
tail 

Presenter
Presentation Notes
Well, do you feel lucky, punk?
:-)
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X X X X 4 X X X X X X X X X X 

do { 
 tmp = oldtail = tail.load(relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
CAS(tail, oldtail, tmp+1); 

push(val) 

? 

All states are valid states for all lines of code? 

Presenter
Presentation Notes
What about this state? (Note that even without ‘head’ and ‘tail’ we can tell, just from the buffer, where the real head/tail are).



167 16 September 2014       Copyright BlackBerry, Ltd. All Rights Reserved. 

X X X X X X X X X X X X X X X 

do { 
 tmp = oldtail = tail.load(relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
CAS(tail, oldtail, tmp+1); 

push(val) 

? 

All states are valid states for all lines of code? 

Presenter
Presentation Notes
This state?  Whoops! Where’s head/tail now?
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X X X X X X X X X X X X X X X 

do { 
 tmp = oldtail = tail.load(relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
CAS(tail, oldtail, tmp+1); 

push(val) 

? 

All states are valid states for all lines of code? 

Presenter
Presentation Notes
Probably here, but we can’t tell!
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X X X X X X X X X X X X X X X 

do { 
 tmp = oldtail = tail.load(relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
CAS(tail, oldtail, tmp+1); 

push(val) 

? 

All states are valid states for all lines of code? 

tail 

   ? ? ? ? 

Presenter
Presentation Notes
tail index might point here
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X X X X X X X X X X X X X X X 

do { 
 tmp = oldtail = tail.load(relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
CAS(tail, oldtail, tmp+1); 

push(val) 

? 

All states are valid states for all lines of code? 

tail 

   ? ? ? ? 

Presenter
Presentation Notes
Or here. (If the red bar really is the edge, then this would be the correct spot for ‘tail’)
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X X X X X X X X X X X X X X X 

do { 
 tmp = oldtail = tail.load(relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
CAS(tail, oldtail, tmp+1); 

push(val) 

? 

All states are valid states for all lines of code? 

tail 

   ? ? ? ? 

Presenter
Presentation Notes
tail is here somewhere, but that doesn’t help us much.
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X X X X X X X X X X X X X X X 

do { 
 tmp = oldtail = tail.load(relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
CAS(tail, oldtail, tmp+1); 

All states are valid states for all lines of code? 

tail 

   ? ? ? ? 

(worse?) spinlock ? 

Presenter
Presentation Notes
So the search for an empty slot will go on forever, looping through the entire buffer (assuming tmp++ wraps!) until something is pop’d to free a spot.
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X X X X X X X X X X X X X X X 

do { 
 tmp = oldtail = tail.load(relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
CAS(tail, oldtail, tmp+1); 

All states are valid states for all lines of code? 

tail 

   ? ? ? ? 

(worse?) spinlock ? 

 
Compromise… 
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X X X X X X X X X X X X X X X 

do { 
 tmp = oldtail = tail.load(relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val) ); 
CAS(tail, oldtail, tmp+1); 

All states are valid states for all lines of code? 

tail 

   ? ? ? ? 

(worse?) spinlock ? 

Presenter
Presentation Notes
Instead of this…



175 16 September 2014       Copyright BlackBerry, Ltd. All Rights Reserved. 

X X X X X X X X X X X X X X X 

do { 
 tmp = oldtail = tail.load(relaxed); 
 while (buffer[tmp].load(relaxed) != gen(tmp)) 
  tmp++; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val | odd(tmp   
CAS(tail, oldtail, tmp+1); 

All states are valid states for all lines of code? 

4tail 

   ? ? ? ? 

(worse?) spinlock ? 

Presenter
Presentation Notes
Steal one (more) bit from the set of values, to hold the even/odd state of which generation through the queue we are
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X X X X X X X X X X X X X X X 

do { 
 tmp = oldtail = tail.load(relaxed); 
 tmp = find_tail(tmp); 
 } while ( ! CAS(buffer[tmp], gen(tmp), val | odd(tmp   
CAS(tail, oldtail, tmp+1); 

All states are valid states for all lines of code? 

4tail 

   ? ? ? ? 

(worse?) spinlock ? 

Presenter
Presentation Notes
So find_tail() becomes complicated.  It probably searches for a while, maybe gives up and reloads tail after N steps, looks for even/odd (although if the queue loops around twice…?)
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4 5 X X X X 4 4 4 4 4 4 5 5 5 

do { 
 tmp = oldtail = tail.load(relaxed); 
 tmp = find_tail(tmp); 
 } while ( ! CAS(buffer[tmp], gen(tmp), val | odd(tmp)   
CAS(tail, oldtail, tmp+1); 

All states are valid states for all lines of code? 

(worse?) spinlock ? 

tmp 

Presenter
Presentation Notes
What about this case?  Not at all full, but…
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4 5 5 X X X X 4 4 4 4 4 5 5 5 

All states are valid states for all lines of code? 

(worse?) spinlock ? 

tmp 

do { 
 tmp = oldtail = tail.load(relaxed); 
 tmp = find_tail(tmp); 
 } while ( ! CAS(buffer[tmp], gen(tmp), val | odd(tmp)   
CAS(tail, oldtail, tmp+1); 

Presenter
Presentation Notes
As tmp searches forward, the queue moves forward…
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4 5 5 5 X X X X 4 4 4 4 5 5 5 

All states are valid states for all lines of code? 

(worse?) spinlock ? 

tmp 

do { 
 tmp = oldtail = tail.load(relaxed); 
 tmp = find_tail(tmp); 
 } while ( ! CAS(buffer[tmp], gen(tmp), val | odd(tmp)   
CAS(tail, oldtail, tmp+1); 

Presenter
Presentation Notes
queue would seem full to tmp!  Note that this is extremely unlikely – a thread should be able to look through a good portion of the queue during a single time-slice (particularly using relaxed reads, which are typically as fast as non-atomic reads).  So the search should move much faster that any threads trying to push/pop.  But we will keep it in mind nonetheless.
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4 5 5 5 5 X X X X 4 4 4 5 5 5 

All states are valid states for all lines of code? 

(worse?) spinlock ? 

tmp 

do { 
 tmp = oldtail = tail.load(relaxed); 
 tmp = find_tail(tmp); 
 } while ( ! CAS(buffer[tmp], gen(tmp), val | odd(tmp)   
CAS(tail, oldtail, tmp+1); 

Presenter
Presentation Notes
So find_tail() will probably find the tail, but no guarantees!
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X 5 5 5 5 5 X X X 4 4 4 5 5 5 

All states are valid states for all lines of code? 

(worse?) spinlock ? 

tmp 

unlikely, however… 
exponential back-off? 

do { 
 tmp = oldtail = tail.load(relaxed); 
 tmp = find_tail(tmp, &oldtail); 
 } while ( ! CAS(buffer[tmp], gen(tmp), val | odd(tmp)   
CAS(tail, oldtail, tmp+1); 

Presenter
Presentation Notes
find_tail() could sleep for a moment, try again, give up, sleep for 2 moments, try, give up, sleep for 4 moments…
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X X X X X X X X X 4 X X X X X 

do { 
 tmp = oldtail = tail.load(relaxed); 
 tmp = find_tail(tmp, &oldtail); 
 if (tmp == FULL) …???; 
 } while ( ! CAS(buffer[tmp], gen(tmp), val | odd(tmp)   
CAS(tail, oldtail, tmp+1); 

All states are valid states for all lines of code? 

“fullish” 

tmp 

Presenter
Presentation Notes
eventually find_tail() needs to give up! return saying “I can’t find a spot – we must be full”. So then what??
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X X X X X X X X X 4 X X X X X 

do { 
 tmp = oldtail = tail.load(relaxed); 
 tmp = find_tail(tmp, &oldtail); 
 if (tmp == FULL) wait_for_space(); 
 } while ( ! CAS(buffer[tmp], gen(tmp), val | odd(tmp)   
CAS(tail, oldtail, tmp+1); 

All states are valid states for all lines of code? 

“fullish” 

tmp 
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X X X X X X X X X 4 X X X X X 

do { 
 tmp = oldtail = tail.load(relaxed); 
 tmp = find_tail(tmp, &oldtail); 
 if (tmp == FULL) { wait_for_space(); continue;} 
 } while ( ! CAS(buffer[tmp], gen(tmp), val | odd(tmp)   
CAS(tail, oldtail, tmp+1); 

All states are valid states for all lines of code? 

“fullish” 

tmp 

Presenter
Presentation Notes
After waiting, we need to try to find tail again!
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X X X X X X X X X 4 X X X X X 

do { 
 tmp = oldtail = tail.load(relaxed); 
 tmp = find_tail(tmp, &oldtail); 
 if (tmp == FULL) { wait_for_space(); continue;} 
 } while ( ! CAS(buffer[tmp], gen(tmp), val | odd(tmp)   
CAS(tail, oldtail, tmp+1); 

All states are valid states for all lines of code? 

“fullish” 

tmp 

{ 
  unique_lock lock(mutex); 
 
  while (still_fullish()) 
  cond_full.wait(lock); 
} 

Presenter
Presentation Notes
So to wait, we grab a mutex lock…
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Tony Van Eerd 
CppCon, September 2014 

 

Lock-free by Example 

( o n e  v e r y  c omp l i c a t e d  e x amp l e )  

Presenter
Presentation Notes
Whoa.  I thought this was a lock-free talk???
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X X X X X X X X X 4 X X X X X 

do { 
 tmp = oldtail = tail.load(relaxed); 
 tmp = find_tail(tmp, &oldtail); 
 if (tmp == FULL) { wait_for_space(); continue;} 
 } while ( ! CAS(buffer[tmp], gen(tmp), val | odd(tmp)   
CAS(tail, oldtail, tmp+1); 

All states are valid states for all lines of code? 

“fullish” 

tmp 

{ 
  unique_lock lock(mutex); 
 
  while (still_fullish()) 
  cond_full.wait(lock); 
} 

Presenter
Presentation Notes
Well, in this case, there is nothing for the push() thread to do, so either it returns failure or throws or waits.  Waiting is the hard case, so let’s do it!
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X X X X X X X X X 4 X X X X X 

do { 
 tmp = oldtail = tail.load(relaxed); 
 tmp = find_tail(tmp, &oldtail); 
 if (tmp == FULL) { wait_for_space(); continue;} 
 } while ( ! CAS(buffer[tmp], gen(tmp), val | odd(tmp)   
CAS(tail, oldtail, tmp+1); 

All states are valid states for all lines of code? 

“fullish” 

tmp 

{ 
  unique_lock lock(mutex); 
 
  while ( ! …find_tail… ) 
  cond_full.wait(lock); 
} 

Presenter
Presentation Notes
still_fullish() will probably involve calling the same find_tail() stuff
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X X X X X X X X X 4 X X X X X 

do { 
 tmp = oldtail = tail.load(relaxed); 
 tmp = find_tail(tmp, &oldtail); 
 if(tmp == FULL)wait_for_space(&tmp,&oldtail); 
 } while ( ! CAS(buffer[tmp], gen(tmp), val | odd(tmp)   
CAS(tail, oldtail, tmp+1); 

All states are valid states for all lines of code? 

“fullish” 

tmp 

{ 
  unique_lock lock(mutex); 
 
  while ( ! …find_tail… ) 
  cond_full.wait(lock); 
} 

Presenter
Presentation Notes
which means we will probably re-read tail at some point.  So we should retain the values, so we don’t need to retry when we return from wait_for_space().
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X X X X X X X X X 4 X X X X X 

“fullish” 

tmp 

{ 
  unique_lock lock(mutex); 
 
  while ( ! …find_tail… ) 
  cond_full.wait(lock); 
} 

? who calls notify()? 

Presenter
Presentation Notes
should be obvious!
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X X X X X X X X X 4 X X X X X 

“fullish” 

tmp 

{ 
  unique_lock lock(mutex); 
 
  while ( ! …find_tail… ) 
  cond_full.wait(lock); 
} 

int pop() { 
  ... 
  cond_full.notify(); 
} ? int pop() { 

  ... 
  unique_lock lock(mutex); 
  cond_full.notify(); 
} 

Presenter
Presentation Notes
pop calls notify().  But does it grab the lock?  Didn’t I say “lock-free”?
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X X X X X X X X X X X X X X X 

“fullish” 

{ 
  unique_lock lock(mutex); 
 
  while ( ! …find_tail… ) 
  cond_full.wait(lock); 
} 

int pop() { 
  ... 
  cond_full.notify(); 
} ? int pop() { 

  ... 
  unique_lock lock(mutex); 
  cond_full.notify(); 
} 

Presenter
Presentation Notes
What if, when calling find_tail, the queue really is full…
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5 5 5 5 5 5 5 5 5 4 4 4 5 5 5 

“fullish” 

{ 
  unique_lock lock(mutex); 
 
  while ( ! …find_tail… ) 
  cond_full.wait(lock); 
} 

int pop() { 
  ... 
  cond_full.notify(); 
} ? int pop() { 

  ... 
  unique_lock lock(mutex); 
  cond_full.notify(); 
} 

Presenter
Presentation Notes
and then, before calling wait() the queue becomes empty! – all notify() calls by pop() are lost since no one is waiting (quite) yet.
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Presenter
Presentation Notes
so we need to lock in pop.  Hmmm…
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5 5 5 5 5 5 5 5 5 4 4 4 5 5 5 

“fullish” 

{ 
  unique_lock lock(mutex); 
 
  while ( ! …find_tail… ) 
  cond_full.wait(lock); 
} 

int pop() { 
  ... 
  cond_full.notify(); 
} ? int pop() { 

  ... 
  unique_lock lock(mutex); 
  cond_full.notify(); 
} 

Presenter
Presentation Notes
but we really don’t want to lock on every pop!
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5 5 5 5 5 5 5 5 5 4 4 4 5 5 5 

“fullish” 

waiting = true; 
{ 
  unique_lock lock(mutex); 
 
  while ( ! …find_tail… ) 
  cond_full.wait(lock); 
} 

int pop() { 
  ... 
  cond_full.notify(); 
} ? int pop() { 

  ... 
  unique_lock lock(mutex); 
  cond_full.notify(); 
} 

I’m 
waiting! 

Presenter
Presentation Notes
So, first set a flag
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“fullish” 

waiting = true; 
{ 
  unique_lock lock(mutex); 
 
  while ( ! …find_tail… ) 
  cond_full.wait(lock); 
} 

int pop() { 
  …CAS(buffer[x], val, gen);//4 
  if (waiting) { 
    unique_lock lock(mutex); 
    cond_full.notify(); 
  } 
} 

I’m 
waiting! 

head 

X X X X X X X X X 4 X X X X X 

tmp 

Presenter
Presentation Notes
and only lock+notify when the flag is set
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“fullish” 

waiting = true; 
{ 
  unique_lock lock(mutex); 
 
  while ( ! …find_tail… ) 
  cond_full.wait(lock); 
} 
waiting = false; 

int pop() { 
  …CAS(buffer[x], val, gen);//4 
  if (waiting) { 
    unique_lock lock(mutex); 
    cond_full.notify(); 
  } 
} 

I’m 
waiting! 

head 

X X X X X X X X X 4 X X X X X 

tmp 

Presenter
Presentation Notes
then, of course, clear the flag after waiting
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“fullish” 

waiting++; 
{ 
  unique_lock lock(mutex); 
 
  while ( ! …find_tail… ) 
  cond_full.wait(lock); 
} 
waiting--; 

int pop() { 
  …CAS(buffer[x], val, gen);//4 
  if (waiting) { 
    unique_lock lock(mutex); 
    cond_full.notify(); 
  } 
} 

I’m 
waiting! 

head 

X X X X X X X X X 4 X X X X X 

tmp 

Presenter
Presentation Notes
Of course, there could be other threads waiting, so it needs to be a counter, but pop() still works the same.
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“fullish” 

waiting++; 
{ 
  unique_lock lock(mutex); 
 
  while ( ! …find_tail… ) 
  cond_full.wait(lock); 
} 
waiting--; 

int pop() { 
  …CAS(buffer[x], val, gen);//4 
  if (waiting) { 
    unique_lock lock(mutex); 
    cond_full.notify(); 
  } 
} 

I’m 
waiting! 

head 

X X X X X X X X X 4 X X X X X 

tmp 

rarely 
 

always 
 

Presenter
Presentation Notes
Now, note that waiting-on-full only happens rarely, whereas checking the waiting flag needs to happen on every pop – that’s a relatively expensive (atomic) check! :-(
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“fullish” 

waiting++; 
{ 
  unique_lock lock(mutex); 
 
  while ( ! …find_tail… ) 
  cond_full.wait(lock); 
} 
waiting--; 

int pop() { 
  …CAS(head, oldhead, tmp+1); 
  if (waiting) { 
    unique_lock lock(mutex); 
    cond_full.notify(); 
  } 
} 

I’m 
waiting! 

head 

X X X X X X X X X 4 X X X X X 

tmp 

Presenter
Presentation Notes
Well, before checking the waiting flag, pop() must update head…
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“fullish” 

int pop() { 
  …CAS(head, oldhead, tmp+1); 
  if (oldhead.waitbit()) { 
    unique_lock lock(mutex); 
    cond_full.notify(); 
  } 
} 

*head 

X X X X X X X X X 4 X X X X X 

tmp 

{ 
  unique_lock lock(mutex); 
  if (waiting++ == 0) 
    head.set_waitbit(); 
  while ( ! …find_tail… ) 
  cond_full.wait(lock); 
  if (--waiting == 0) 
    head.clear_waitbit(); 
} 
 

Presenter
Presentation Notes
So hide the waiting flag inside ‘head’.  Then you get that atomic check “for free” when already doing an atomic op on head.  Note we only take one bit – just enough room for a flag, not a counter.  So the counter is separate.
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“fullish” 

int pop() { 
  …CAS(head, oldhead, tmp+1); 
  if (oldhead.waitbit()) { 
    unique_lock lock(mutex); 
    cond_full.notify(); 
  } 
} 

*head 

X X X X X X X X X 4 X X X X X 

tmp 

{ 
  unique_lock lock(mutex); 
  if (waiting++ == 0) 
    head.set_waitbit(); 
  while ( ! …find_tail… ) 
  cond_full.wait(lock); 
  if (--waiting == 0) 
    head.clear_waitbit(); 
} 
 

NOTE: waiting is NOT atomic 

Presenter
Presentation Notes
Since the counter is only modified inside the lock, it need not be atomic!
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Presenter
Presentation Notes
OK, time to leave the woods, for now.
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Presenter
Presentation Notes
Look back where we came from – aaaahhh! Poison ivy!
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Looking Back 
 
 

Presenter
Presentation Notes
What have we accomplished
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Looking Back 
push() 
 

Presenter
Presentation Notes
push.  That’s it. Why just push? Because lock-free is complicated, and needs careful scrutiny.
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Looking Ahead 
 
 

Presenter
Presentation Notes
Where do we want to go?
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X X X X X X X X X 4 X X X X X 

Presenter
Presentation Notes
We want to take the simple queue…
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X X X X X X X X X 4 X X X X X 

Presenter
Presentation Notes
make some room…
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X X X X X X X X X @ X X X X X 

X X X X X X X X X X X X X X X X X X X X X X X X    X X X 

2X -> 

Presenter
Presentation Notes
When it is full, add another buffer, twice as big
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X X X X X X X X X @ X X X X X 

X X X X X X X X X X X X X X X X X X X X X X X X    X X X 

X X X X X X X X X X X X X X X X X X X X X X X X    X X X 

2X -> 

ref++ 

…
 

4X -> 

< 32 

…
 

ref++ 

Presenter
Presentation Notes
Then another, again twice as big.  We will need a fixed side-buffer (definitely less than 32 entries) that holds the housekeeping for the extra buffers…
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X X X X X X X X X @ X X X X X 

X X X X X X X X X X X X X X X X X X X X X X X X    X X X 

X X X X X X X X X X X X X X X X X X X X X X X X    X X X 

2X -> 

ref++ 

…
 

4X -> 

< 32 

…
 

ref++ 

+ Structures, not just ints! 

Presenter
And we want our queue to hold more than just ints!
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Presenter
Presentation Notes
The forest gets darker as we go deeper…  Next time!
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“The Problem with Threads” 
http://ptolemy.eecs.berkeley.edu/ 

 
http://ptolemy.eecs.berkeley.edu/publications/papers/06/problemwithThreads/ 

 
“A part of the Ptolemy Project experiment was to see whether effective software engineering practices 

could be developed for an academic research setting. We developed a process that included a code maturity 
rating system (with four levels, red, yellow, green, and blue), design reviews, code reviews, nightly builds, 

regression tests, and automated code coverage metrics. The portion of the kernel that ensured a 
consistent view of the program structure was written in early 2000, design reviewed to yellow, and code 

reviewed to green. The reviewers included concurrency experts, not just inexperienced graduate students 
(Christopher Hylands (now Brooks), Bart Kienhuis, John Reekie, and myself were all reviewers). We wrote 

regression tests that achieved 100 percent code coverage. The nightly build and regression tests ran on a 
two processor SMP machine, which exhibited different thread behavior than the development machines, which 

all had a single processor. The Ptolemy II system itself began to be widely used, and every use of the 
system exercised this code. No problems were observed until the code deadlocked on April 26, 2004, 

four years later.” 

Presenter
Presentation Notes
Just a general word of caution – sometimes it takes 4 years before you find a bug in threaded code!

http://ptolemy.eecs.berkeley.edu/
http://ptolemy.eecs.berkeley.edu/publications/papers/06/problemwithThreads/
http://ptolemy.eecs.berkeley.edu/publications/papers/06/problemwithThreads/
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All states are valid states for all lines of code! 

Presenter
The End!
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